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10 Steps to Preparedness

Courselnstructor:
Emily NelsorCrain, VP of Member Services, Agility Recovery

Thank You for Joining Us,
The Webinar Will Begin Shortly.
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Key Take-Aways © 2oty Recovery

wlLearn about the basics of disaster recovery and
business continuity.

wUnderstand what you can do to prepare your
organization for an unplanned interruption.

winitiate simple steps to improve your
preparedness today.






The Reality T Disasters Happen Everyday

e Agility Recovery

A/C Failure

Arson
Asbestos
Bomb Threat
Bomb Blast
Brown Out

Burst Pipe

Cable Cut

Chemical Spill

CO Fire
Communication Failure
Condensation
Construction

Coolant Leak
Corrupted Data

Diesel Generator

Electrical Short

Evacuation
Explosion

Fire

Flood

Fraud

Frozen Pipes
Hacker

Hail Storm
Halon Discharge
Human Error
Humidity

HVAC Failure
Ice Storm
Insects

Landlord Conflict
Lightning
Lost Data

Microwave Fade

Network Failure
PCB Contamination
Plane Crash

Power Outage
Power Spike

Power Surge
Programmer Error
Raw Sewage
Relocation Delay
Rodents

Roof Cave In
Sabotage
Shredded Data
Sick building

Smoke Damage
Snow Storm

Faulty Sprinkler
Static Electricity
Strike Action
Terrorism

Theft

Toilet Overflow
Tornado

Train Derailment
Transformer Fire
UPS Failure
Vandalism
Vehicle Crash
Virus

Water (Various)
Wind Storm
Volcano
Epidemia; HIN1



The Impact of Everyday Threats @ rsiityrecovery

V.

Protecting Your Organization

15-40%c¢ The number of businesses that fallowing a natural or
manmade disaster

35%c¢ The number of small to mediusized businesses that have
a comprehensive disaster recoveryhan.**

94%c Number ofsmall business ownesho believea disaster
could seriously disrupt their business withhe next two
years.***

51%c Number of Americans who haexperienced at least one
emergency situatiomvolving lostutilities for at least3 days
evacuation from their home or office, loss of communications
with family members or had to provide first aid to othgrs*

*Insurance Information Institute, **Gartner, *American Red Cross and FedEx Small Business Survey, 2007, ****American Red
Cross/Harris Poll Survey, 2009.






10 Steps To Preparedness € 2siity Recovery

. Assess your rigkboth internally and externally.

. Assess your critical business functions.

Prepare your supply chain.

. Create an emergency management plan.

Backup your data.

. Create a crisis communication plan. —

. Assemble an emergency Kkit. k

. Review your insurance coverage.
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. Plan for an alternate location.

10. Test your plan.



1. Assess Your Risknternally & Externally

e Agility Recovery

A What types of emergencies have
occurred in the past?

A What could happen as a result of
your office location(s)?

A What types of emergencies could
result from the design or
construction of your facility?

A What could result from a process or
system failure?

A Will you be affected if your neighbor
IS hit by a disaster?




Member Example © 2oty Recovery

A Will you be affected if your neighbor is hit by a disaster?

.yl WonY G¢KS

Alamogordo, New Mexico

\NJ'f OF ¥

AArsonist entered the building.

AForceentryinto®Ff 22 NJ (S
office. (An attorney.)

ASet two fires.

ACrime happened in ~ 6 minutes.

ASprinklers were activated.

ASix inches of water accumulated in
branch.

ANo way to resume operations
without help.



2. Assess Your Critical Business Functions

e Agility Recovery

A What functions are critical to the
day-to-day operations?

Y HR, Operations, Management,
Finance, Client Service

A What employees are essential?

A How long can you withstand an
Interruption to those critical
functions?

y 0-24 hrs, 2448 hrs, 4872 hrs




Member Example © 2oty Recovery

A How long can you withstand an interruption?
aSIad tFO1Ay3a tflyhdyYy d¢KS wSlh f

Sauget lllinois

AMassive storm leaves 500,000
customers without power

AHolten Meat operates 50,000 sq_.ft.
of freezer space

A$10 Million in frozen inventory in
jeopardy

ACould operate only 3 days
Independently without power

ARequired tractottrailer sized
640KVA generator

AAgility delivered within 12 hours




3. Prepare Your Supply Chain €) 2oty recovery

A Talk to your key vendors and
suppliers about their recovery
plans.

Yy Ask yourself has it been tested?

A Develop relationships with
alternate vendors.

y Eliminate single points of failure.

A Educate your clients about the 4
Importance of preparedness.
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Member Example © 2oty Recovery

A Talk to your key vendors and suppliers about their
recovery plans.

Financial Institutions
Kentucky

AMassive ice storm leaves entire
cities without power throughout
Kentucky

AThose with Generators were left
without assistance from local fuel
providers who relied on electricity
to pump fuel into trucks

AFuel had to be brought in by
backup fuel providers located 50+
miles away due to power outage




4. Create An Emergency Management Plan €) »siityrecovery

A Minimizes the impact, protects and-gssures
stakeholders, and prepares for recovery.

A Facilitates transition between normal business
operations and a catastrophe response.

A Includes the notification and management of
employees, clients, vendors, partners and the
media.



Member Example € 2oty Recovery

A Minimize Impact by Creating Emergency Management Pl
400t SNAR2Y [/ Ftf [/ SYGSNYXY dam hdzyO

Nashville, Tennessee

ABuilding located in floodplain

AEntire facility flooded with 5 feet
of water during 2010 floods

AExtensive planning to alleviate risk 2. S g D,
of flooding including elevated IT e T R NN
equipment storage, redundant Pt o !
facilities, falsafe phone system,
etc.

AHOWEVER, still needed to relocate b
employees, and chose tecover
locally in mobile officesather
than lay off or transfer employees




5. BackUp Your Data © 2oty Recovery

A Automated
A Daily backups

A Store in offsite, secure
location

A Test plan regularly

A Regional footprint



Member Example € 2oty Recovery

A Test Your Data Backup Plan Regularly.

Financial Institution
Arkansas

ATableTop exercise conducted after
expansion of 3 new branches

ANew core processor brought en
board prior to this test

AWhen attempting to remotely
connect to Core Processaor, it was
found critical contact information
was missing

AUpdated plan to include several
redundant contacts




